SIGNAKEY

THE DIGITAL TRANSFORMATION OF CRIME
SCENE INVESTIGATIONS



THE FEATURES OF A SIGNAKEY

HIGHLY ENCRYPTED
2 D SYMBOLOGY

£

STANDARD SIGNAKEY
HAS 256 DATA SYMBOLS
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WHAT MAKES A SIGNAKEY SPECIAL

* Highly encrypted 2-D code — not in the public domain.
* Every Signakey is unambiguously unique.

* Easy to decode with 10S or Droid based Smartphones.
* App is free - but must be registered to each device.

* User must be registered and approved by Agency.

* Highly secure, permissions based, fixed length blockchain.
* Signakey can be damaged or dirty but will still decode.




PROGRESS TO DATE WITH STAKEHOLDERS

* Meetings with:
* Medium and Small City Police Chiefs.
* Defense Attorney.
* County Prosecutor.
e District Court Judge.

e Prof MISU School of Criminal Justice.
e VISP Forensic Lab Director.

Consensus next steps:
PILOT FOR S/M/L AGENCIES




WHAT IS A SIGNAKEY TAMPER PROOF BAG

 TAMPEREVIDENT SEAL |

~ WITH PULL-OFF STRIPTO

~ ACTIVATE. ONCE CLOSED

' WORDS VOID APPEARIF
OPENED ;i

| STANDARD 13.5X 9 INCH |

| WATERPROOF 5 MIL POLY |

VENTED BAG. |

SIGNAKEY FANGIBLE UNIT COST 50.08

ADHESIVE LABEL WITH

AGGRESSIVE ADHESIVE,

REMOVAL NOT POSSIBLE

| WITHOUT TEARING THE BAG |




TYPICAL TRANSPARENT EVIDENCE BAGS

L ———————— . g —— -

AXLLLAY Y FA>XAYA>AL

K>AALLYY I >LL>YY AL

7 x 3.5” Tamper Evident

Bag with Signakey

1.5 x 1.5 “ Signakey on
Tie Wraps for large items

Tamper Evident

5//
Bag w

9x6

ith Signakey

13.5 x 9” Tamper Evident

Bag with Signakey




CRIME SCENE INVESTIGATOR




KEEP EXISTING PROCESSES - ADD TE BAG

DIGITAL CHAIN OF CUSTODY
LOCATION@/ | - m@

COLLECT SAMPLES IN NORMAL WAY,
BUT IMMEDIATELY SCAN SIGNAKEY

& PLACE IN TE BAG BEFORE MOVING

42.540381 : 166.799988

)

CAPTURES DATE/TIME, CSI ID,
DEVICE #, PLUS EXACT GEOSPATIAL

CORDINATES

USE SMARTPHONE
WITH FREE APP TO
SCAN SIGNAKEY

CONFIRM TE SEAL IS INTACT, THEN
SCAN SIGNAKEY IMMEDIATELY IN
THE EVIDENCE ROOM

SCAN CAPTURES DATE/TIME,
QUARTERMASTER ID, DEVICE #, AND
EXACT GEOSPATIAL COORDINATES




AGENCY EVIDENCE ROOM

TR %

AFTER CONFIRMING THE TE SEAL IS INTACT,
QUARTERMASTER IMMEDIATELY SCANS
SIGNAKEY IN THE EVIDENCE ROOM, WITH

AR ATERRET A

ASSIGNED CASE # BEFORE STORING

(T

RIS




SCREENSHOT OF APP START-UP

SPLASH SCREEN 15T USE
AFTER SELECTING APP

B SIGNA

SignaKey Decoder v1.0.7 Beta

AUTO CREDENTIALS
SCREEN AFTER 5 SECS

AFTER LOGIN SUCCESS,
CREDENTIALS SAVED

1213 ® © O

Customer

Account

Username

Password

1214 ® © @

Customer

TestCustomer

Account

TestAccount

Username
TestUser

Password




SCREENSHOT OF 15t DATA CAPTURE

Enter Credentials

Open APP - Go To Center Object and App Results Summary after

Settings for Profile Enable Phone GPS

will Scan Signakey Scanning Signakey

8:669 ol T -

O Evidence Track dismiss Settings Save
Agency
| srPD

Evidence Track

Evidence Track

Casel
| asacas

Username
T
,‘\ Rmcd |

 reatvavyervava<

Password

| sensaans

[1) Camera decode, [1] Web decode

Waiting for scan Wailing for scan

Nothing found yet.

Evidence Track
Result: Authentic Signakey

Location Settings

Default location service

Cascit 454648
NoGPS  Phone GPS ltem 1
Key 1-120-1-2
Location ID
lf* ———————1 43.871265: 165.722309
Task ID




ANALYSIS OF AN ACTUAL DATA CAPTURE

HOLD BAG & PRESS CENTER SIGNAKEY & RESULTS SUMMARY
SCAN SIGNAKEY APP WILL SCAN AFTER DECODE

1:05 © B (SR Vil]

1:04 0 @ 1:04 0 @
=  SKDecoder =  Scanning... INVEST|GATOR STEPS' X  Scan Results
i EVIDENCE TRACKING
SyaraaiAiiey 1. LOCATE THE EVIDENCE. Rasults Aufheritic Slanal
LT P oS AN esult: Authentic Signakey
OSSPy - 2.STAND OVER EVIDENCE.
AR S REEIDE
EERRISETStane i 3. PHOTO EVIDENCE & TENT. Case # 454648
MR MRS AR |
YrrYAYFrYIA>4>Y>AL
AY>rSY>YYIr>rA<<rax
Corresponds to Placard # >| Item #: 1
Key: 1-120-1-2
Description: Hand-Gun
Geospatial Coordinates Location:
43.871265 : 165.722309

4. SCAN SIGNAKEY ON BAG.
5. BAG THE EVIDENCE.

6. SEAL THE BAG.

7. ENTER REQUIRED DATA

REPEAT UNTIL ALL EVIDENCE
HAS BEEN COLLECTED

: ‘
| SCANSIGNAKEY |  SCANFILE |




THE EVIDENCE DATA TO MINE

CASE NUMBER AND INVESTIGATING OFFICER ID:
»>HOW MANY TOTAL ITEMS WERE COLLECTED
»WHEN WERE THEY COLLECTED AND BY WHO
»WHERE ARE THEY NOW
»WHO LOGGED THEM IN AND WHEN
»HOW MANY REQUIRE FORENSIC ANALYSIS
>WHEN DID THEY GO AND WHO SENT THEM
»WHEN DID LAB GET THEM AND WHO RECEIVED THEM
»WHEN SHOULD THEY COME BACK
»WHEN DID THEY COME BACK AND WHO RECEIVED THEM
>S ALL THE EVIDENCE READY FOR THE PROSECUTOR



TRACKING EVIDENCE LOCATION
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FULL TRACE HISTORY SINGLE ITEM

Serving 1o PTG e

Decode History
Numeric Signakey: (113112

case :454648

Eartiest Date: 11-Sep 2022
Last Date: {11-Sep-2022
@
SignaKey 1-131-1-2
From 11-Sep-2022 0:00:00Z
Through 11-Sep-2022 23:59:59Z
Timestamp User Ip Address  Shown DataTag

\ll Sep-2022 18:44:551 smu~ Bill 174.211,36.226 | Yes |“Taskidt3Dcases454648Ch

+*GPScoordinates

%3042, 5595!7!1(161 7999
| | | —
|11-5ep-2022 18:26:287 Siglaw.Bill|174.240.116.196 Yes Jmmlmwcm.m
eck-
|out¥26*Location!DX3IDCourt
|+House*GPScoordinatesk 3D
[42.578529%2C247.599991
|*Taskidx3Dcase +454648+Ch

[11:5ep-2022 18:24:412 Siglaw.Bill 174.240.114.245 Yes

|House'GPScoordinatest3D4

| ! | 12,578503%2€247.599991
iH-Sep-ImI l!:DbMIIj543'.:#.“!"7414041(5116‘ Yes YishldilDuse +454648/Ch

olic *GPScoordinates
nmz 559477%2C261.7999

| | |
J||-$e9~2012 151(14:‘71'S![LMBHI'U‘.NO.H?JO)" Yes y TuleJDuw 454648+Ch |

hﬂb (!

Contact O3 Terma of Use
Privecy Pokey

GPS

‘ﬁn‘s LocationlDV30WBsPo 4———'
»| S—
2, 4]
.w“",;;;-m”;m" ﬁ———liPD Evidence Room - OUT J

PRIMARY SORT KEY FOR LINKED DATABASE

Pd Evidence Room - IN

COURT TO EVIDENCE ROOM

Court - OUT

Court - IN |

EVIDENCE ROOM TO COURT

|licesDept*GPScoordinates l
11042.559471%20261.79998 |

|11-56p-2022 17:32:032 SigLaw.Bill 174.240.151.22 | Yes |Taskidk)Dcaser454648+Ch |

eck-
‘mné Loutmwwsm

{ PD Evidence Room - IN |

FORENSIC LAB TO EVIDENCE ROOM

|Fores
u\lD(l 413511!1(111 299

[11:$ep-2022 17:30:«1‘&1[»(61([ 174.240.145.251| Yes TI\FMUDCI!G 454648+Ch {

’Inﬂb lo(alkx\IMJMSPvF

« [ MSP Forensic Lab - OUT |

o I

| MSP Forensic Lab - IN |

[1-5ep-2022 16:54:392 Siglaw.Bill 174.211.37,209 | Ves , wm)muwa,cn

eck:
_ou(\lb 'LocationlDX3DWB+P

sumz Pritverst A

< I PD Evidence Room - OUTJ

EVIDENCE ROOM TO FORENSIC LAB

1 5§9l7| £20261.799988

?H-&\QIDH 16:52:352 Siglaw.Bill 174.211.36,195 | Yes 1 T.\skMEJD(neMS‘MA'N
| 138+Chec

h'llb uxuwummn.v

< |

‘1 55‘7471!1(26! 799988

"mmnm;e«wmo
138+N+Hammond + Lake+Rd+
‘wazzbmnammm(m

111-5ep-2022 16:28:042 Siglaw,Bill 71.227.75.151 | Yes

] |

lesscenes*GPScoordinatesh

AR BB ey ke Thin watzpage provided fof the

022 $)raXey

T

ement

)Dﬂ 610954%2C254.79998

horfzed wse of Signakiey Law Enforc

PD Evidence Room - IN J

CRIME SCENE TO EVIDENCE ROOM

}
}
¥
}
}

Crime Scene - OUT |




